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(i) (k)(1) exemption. Information prop-
erly classified under Executive Order 
12958 and that is required by Executive 
Order to be kept secret in the interest 
of national defense or foreign policy. 

(ii) (k)(2) exemption. Investigatory in-
formation compiled for law-enforce-
ment purposes by non-law enforcement 
activities and which is not within the 
scope of Sec. 310.51(a). If an individual 
is denied any right, privilege or benefit 
that he or she is otherwise entitled by 
federal law or for which he or she 
would otherwise be eligible as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information except to the extent 
that disclosure would reveal the iden-
tity of a confidential source. This sub-
section when claimed allows limited 
protection of investigative reports 
maintained in a system of records used 
in personnel or administrative actions. 

(iii) (k)(3) exemption. Records main-
tained in connection with providing 
protective services to the President 
and other individuals identified under 
18 U.S.C. 3506. 

(iv) (k)(4) exemption. Records main-
tained solely for statistical research or 
program evaluation purposes and 
which are not used to make decisions 
on the rights, benefits, or entitlement 
of an individual except for census 
records which may be disclosed under 
13 U.S.C. 8. 

(v) (k)(5) exemption. Investigatory ma-
terial compiled solely for the purpose 
of determining suitability, eligibility, 
or qualifications for federal civilian 
employment, military service, federal 
contracts, or access to classified infor-
mation, but only to the extent such 
material would reveal the identity of a 
confidential source. This provision al-
lows protection of confidential sources 
used in background investigations, em-
ployment inquiries, and similar inquir-
ies that are for personnel screening to 
determine suitability, eligibility, or 
qualifications. 

(vi) (k)(6) exemption. Testing or exam-
ination material used solely to deter-
mine individual qualifications for ap-
pointment or promotion in the federal 
or military service, if the disclosure 
would compromise the objectivity or 
fairness of the test or examination 
process. 

(vii) (k)(7) exemption. Evaluation ma-
terial used to determine potential for 
promotion in the Military Services, but 
only to the extent that the disclosure 
of such material would reveal the iden-
tity of a confidential source. 

§ 322.7 Exempt systems of records. 
(a) All systems of records maintained 

by the NSA/CSS and its components 
shall be exempt from the requirements 
of 5 U.S.C. 552a(d) pursuant to 5 U.S.C. 
552a(k)(1) to the extent that the system 
contains any information properly 
classified under Executive Order 12958 
and that is required by Executive Order 
to be kept secret in the interest of na-
tional defense or foreign policy. This 
exemption is applicable to parts of all 
systems of records including those not 
otherwise specifically designated for 
exemptions herein, which contain iso-
lated items of properly classified infor-
mation. 

(b) GNSA 01. 
(1) System name: Access, Authority 

and Release of Information File. 
(2) Exemption: (i) Investigatory mate-

rial compiled solely for the purpose of 
determining suitability, eligibility, or 
qualifications for federal civilian em-
ployment, military service, federal 
contracts, or access to classified infor-
mation may be exempt pursuant to 5 
U.S.C. 552a(k)(5), but only to the extent 
that such material would reveal the 
identity of a confidential source. 

(ii) Therefore, portions of this system 
may be exempt pursuant to 5 U.S.C. 
552a(k)(5) from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), and 
(e)(1). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(5). 
(4) Reasons: (i) From subsection (c)(3) 

and (d) when access to accounting dis-
closures and access to or amendment of 
records would cause the identity of a 
confidential sources to be revealed. 
Disclosure of the source’s identity not 
only will result in the Department 
breaching the promise of confiden-
tiality made to the source but it will 
impair the Department’s future ability 
to compile investigatory material for 
the purpose of determining suitability, 
eligibility, or qualifications for Federal 
civilian employment, Federal con-
tracts, or access to classified informa-
tion. Unless sources can be assured 
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that a promise of confidentiality will 
be honored, they will be less likely to 
provide information considered essen-
tial to the Department in making the 
required determinations. 

(ii) From (e)(1) because in the collec-
tion of information for investigatory 
purposes, it is not always possible to 
determine the relevance and necessity 
of particular information in the early 
stages of the investigation. In some 
cases, it is only after the information 
is evaluated in light of other informa-
tion that its relevance and necessity 
becomes clear. Such information per-
mits more informed decision-making 
by the Department when making re-
quired suitability, eligibility, and qual-
ification determinations. 

(c) GNSA 02. 
(1) System name: Applicants. 
(2) Exemption: (i) Investigatory mate-

rial compiled solely for the purpose of 
determining suitability, eligibility, or 
qualifications for federal civilian em-
ployment, military service, federal 
contracts, or access to classified infor-
mation may be exempt pursuant to 5 
U.S.C. 552a(k)(5), but only to the extent 
that such material would reveal the 
identity of a confidential source. 

(ii) Therefore, portions of this system 
may be exempt pursuant to 5 U.S.C. 
552a(k)(5) from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), and 
(e)(1). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(5). 
(4) Reasons: (i) From subsection (c)(3) 

and (d) when access to accounting dis-
closures and access to or amendment of 
records would cause the identity of a 
confidential source to be revealed. Dis-
closure of the source’s identity not 
only will result in the Department 
breaching the promise of confiden-
tiality made to the source but it will 
impair the Department’s future ability 
to compile investigatory material for 
the purpose of determining suitability, 
eligibility, or qualifications for Federal 
civilian employment, Federal con-
tracts, or access to classified informa-
tion. Unless sources can be assured 
that a promise of confidentiality will 
be honored, they will be less likely to 
provide information considered essen-
tial to the Department in making the 
required determinations. 

(ii) From (e)(1) because in the collec-
tion of information for investigatory 
purposes, it is not always possible to 
determine the relevance and necessity 
of particular information in the early 
stages of the investigation. In some 
cases, it is only after the information 
is evaluated in light of other informa-
tion that its relevance and necessity 
becomes clear. Such information per-
mits more informed decision-making 
by the Department when making re-
quired suitability, eligibility, and qual-
ification determinations. 

(d) GNSA 03. 
(1) System name: Correspondence, 

Cases, Complaints, Visitors, Requests. 
(2) Exemption: (i) Investigatory mate-

rial compiled for law enforcement pur-
poses, other than material within the 
scope of subsection 5 U.S.C. 552a(j)(2), 
may be exempt pursuant to 5 U.S.C. 
552a(k)(2). However, if an individual is 
denied any right, privilege, or benefit 
for which he would otherwise be enti-
tled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information exempt to the ex-
tent that disclosure would reveal the 
identity of a confidential source. NOTE: 
When claimed, this exemption allows 
limited protection of investigative re-
ports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) Records maintained solely for 
statistical research or program evalua-
tion purposes and which are not used to 
make decisions on the rights, benefits, 
or entitlement of an individual except 
for census records which may be dis-
closed under 13 U.S.C. 8, may be ex-
empt pursuant to 5 U.S.C. 552a(k)(4). 

(iii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iv) All portions of this system of 
records which fall within the scope of 5 
U.S.C. 552a(k)(2), (k)(4), and (k)(5) may 
be exempt from the provisions of 5 
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U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I) and (f). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(2), 
(k)(4), and (k)(5). 

(4) Reasons: (i) From subsection (c)(3) 
because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
them with significant information con-
cerning the nature of the investigation, 
thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 
civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because there is no necessity for 
such publication since the system of 
records will be exempt from the under-
lying duties to provide notification 
about and access to information in the 
system and to make amendments to 
and corrections of the information in 
the system. 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-

tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NSA will, nevertheless, continue to 
publish such a notice in broad generic 
terms, as is its current practice. 

(e) GNSA 04. 
(1) System name: Military Reserve 

Personnel Data Base. 
(2) Exemption: (i) Investigatory mate-

rial compiled solely for the purpose of 
determining suitability, eligibility, or 
qualifications for federal civilian em-
ployment, military service, federal 
contracts, or access to classified infor-
mation may be exempt pursuant to 5 
U.S.C. 552a(k)(5), but only to the extent 
that such material would reveal the 
identity of a confidential source. 

(ii) Therefore, portions of this system 
may be exempt pursuant to 5 U.S.C. 
552a(k)(5) from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), and 
(e)(1). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(5). 
(4) Reasons: (i) From subsection (c)(3) 

and (d) when access to accounting dis-
closures and access to or amendment of 
records would cause the identity of a 
confidential sources to be revealed. 
Disclosure of the source’s identity not 
only will result in the Department 
breaching the promise of confiden-
tiality made to the source but it will 
impair the Department’s future ability 
to compile investigatory material for 
the purpose of determining suitability, 
eligibility, or qualifications for Federal 
civilian employment, Federal con-
tracts, or access to classified informa-
tion. Unless sources can be assured 
that a promise of confidentiality will 
be honored, they will be less likely to 
provide information considered essen-
tial to the Department in making the 
required determinations. 

(ii) From (e)(1) because in the collec-
tion of information for investigatory 
purposes, it is not always possible to 
determine the relevance and necessity 
of particular information in the early 
stages of the investigation. In some 
cases, it is only after the information 
is evaluated in light of other informa-
tion that its relevance and necessity 
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becomes clear. Such information per-
mits more informed decision-making 
by the Department when making re-
quired suitability, eligibility, and qual-
ification determinations. 

(f) GNSA 05. 
(1) System name: Equal Employment 

Opportunity Data. 
(2) Exemption: (i) Investigatory mate-

rial compiled for law enforcement pur-
poses, other than material within the 
scope of subsection 5 U.S.C. 552a(j)(2), 
may be exempt pursuant to 5 U.S.C. 
552a(k)(2). However, if an individual is 
denied any right, privilege, or benefit 
for which he would otherwise be enti-
tled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information exempt to the ex-
tent that disclosure would reveal the 
identity of a confidential source. NOTE: 
When claimed, this exemption allows 
limited protection of investigative re-
ports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) Records maintained solely for 
statistical research or program evalua-
tion purposes and which are not used to 
make decisions on the rights, benefits, 
or entitlement of an individual except 
for census records which may be dis-
closed under 13 U.S.C. 8, may be ex-
empt pursuant to 5 U.S.C. 552a(k)(4). 

(iii) All portions of this system of 
records which fall within the scope of 5 
U.S.C. 552a(k)(2) and (k)(4) may be ex-
empt from the provisions of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I) and (f). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(2) and 
(k)(4). 

(4) Reasons: (i) From subsection (c)(3) 
because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
them with significant information con-
cerning the nature of the investigation, 
thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 
civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 

therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because there is no necessity for 
such publication since the system of 
records will be exempt from the under-
lying duties to provide notification 
about and access to information in the 
system and to make amendments to 
and corrections of the information in 
the system. 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NSA will, nevertheless, continue to 
publish such a notice in broad generic 
terms, as is its current practice. 

(g) GNSA 06. 
(1) System name: Health, Medical and 

Safety Files. 
(2) Exemption: (i) Investigatory mate-

rial compiled solely for the purpose of 
determining suitability, eligibility, or 
qualifications for federal civilian em-
ployment, military service, federal 
contracts, or access to classified infor-
mation may be exempt pursuant to 5 

VerDate Mar<15>2010 11:38 Aug 17, 2012 Jkt 226127 PO 00000 Frm 01002 Fmt 8010 Sfmt 8010 Q:\32\32V2.TXT ofr150 PsN: PC150



993 

Office of the Secretary of Defense § 322.7 

U.S.C. 552a(k)(5), but only to the extent 
that such material would reveal the 
identity of a confidential source. 

(ii) Testing or examination material 
used solely to determine individual 
qualifications for appointment or pro-
motion in the Federal service may be 
exempt pursuant to 5 U.S.C. 552a(k)(6), 
if the disclosure would compromise the 
objectivity or fairness of the test or ex-
amination process. 

(iii) All portions of this system of 
records which fall within the scope of 5 
U.S.C. 552a(k)(5) and (k)(6) may be ex-
empt from the provisions of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I) and (f). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(5) and 
(k)(6). 

(4) Reasons: (i) From subsection (c)(3) 
because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
them with significant information con-
cerning the nature of the investigation, 
thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 
civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 

light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because there is no necessity for 
such publication since the system of 
records will be exempt from the under-
lying duties to provide notification 
about and access to information in the 
system and to make amendments to 
and corrections of the information in 
the system. 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NSA will, nevertheless, continue to 
publish such a notice in broad generic 
terms, as is its current practice. 

(h) GNSA 08. 
(1) System name: Payroll and Claims. 
(2) Exemption: (i) Investigatory mate-

rial compiled for law enforcement pur-
poses, other than material within the 
scope of subsection 5 U.S.C. 552a(j)(2), 
may be exempt pursuant to 5 U.S.C. 
552a(k)(2). However, if an individual is 
denied any right, privilege, or benefit 
for which he would otherwise be enti-
tled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information exempt to the ex-
tent that disclosure would reveal the 
identity of a confidential source. NOTE: 
When claimed, this exemption allows 
limited protection of investigative re-
ports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) All portions of this system of 
records which fall within the scope of 5 
U.S.C. 552a(k)(2) may be exempt from 
the provisions of 5 U.S.C. 552a(c)(3), (d), 
(e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I) and 
(f). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(2). 
(4) Reasons: (i) From subsection (c)(3) 

because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
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them with significant information con-
cerning the nature of the investigation, 
thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 
civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because there is no necessity for 
such publication since the system of 
records will be exempt from the under-
lying duties to provide notification 
about and access to information in the 
system and to make amendments to 
and corrections of the information in 
the system. 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NSA will, nevertheless, continue to 
publish such a notice in broad generic 
terms, as is its current practice. 

(i) GNSA 09. 
(1) System name: Personnel File. 
(2) Exemption: (i) Investigatory mate-

rial compiled solely for the purpose of 
determining suitability, eligibility, or 
qualifications for federal civilian em-
ployment, military service, federal 
contracts, or access to classified infor-
mation may be exempt pursuant to 5 
U.S.C. 552a(k)(5), but only to the extent 
that such material would reveal the 
identity of a confidential source. 

(ii) Testing or examination material 
used solely to determine individual 
qualifications for appointment or pro-
motion in the Federal service may be 
exempt pursuant to 5 U.S.C. 552a(k)(6), 
if the disclosure would compromise the 
objectivity or fairness of the test or ex-
amination process. 

(iii) All portions of this system of 
records which fall within the scope of 5 
U.S.C. 552a(k)(5) and (k)(6) may be ex-
empt from the provisions of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I) and (f). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(5) and 
(k)(6). 

(4) Reasons: (i) From subsection (c)(3) 
because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
them with significant information con-
cerning the nature of the investigation, 
thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 
civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
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that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because there is no necessity for 
such publication since the system of 
records will be exempt from the under-
lying duties to provide notification 
about and access to information in the 
system and to make amendments to 
and corrections of the information in 
the system. 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NSA will, nevertheless, continue to 
publish such a notice in broad generic 
terms, as is its current practice. 

(j) GNSA 10. 
(1) System name: Personnel Security 

File. 
(2) Exemption: (i) Investigatory mate-

rial compiled for law enforcement pur-
poses, other than material within the 
scope of subsection 5 U.S.C. 552a(j)(2), 
may be exempt pursuant to 5 U.S.C. 
552a(k)(2). However, if an individual is 
denied any right, privilege, or benefit 
for which he would otherwise be enti-
tled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information exempt to the ex-
tent that disclosure would reveal the 
identity of a confidential source. 
NOTE: When claimed, this exemption 
allows limited protection of investiga-
tive reports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) Investigatory material compiled 
solely for the purpose of determining 

suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) Testing or examination material 
used solely to determine individual 
qualifications for appointment or pro-
motion in the Federal service may be 
exempt pursuant to 5 U.S.C. 552a(k)(6), 
if the disclosure would compromise the 
objectivity or fairness of the test or ex-
amination process. 

(iv) All portions of this system of 
records which fall within the scope of 5 
U.S.C. 552a(k)(2), (k)(5), and (k)(6) may 
be exempt from the provisions of 5 
U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I) and (f). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(2), 
(k)(5), and (k)(6). 

(4) Reasons: (i) From subsection (c)(3) 
because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
them with significant information con-
cerning the nature of the investigation, 
thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 
civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 
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(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because there is no necessity for 
such publication since the system of 
records will be exempt from the under-
lying duties to provide notification 
about and access to information in the 
system and to make amendments to 
and corrections of the information in 
the system. 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NSA will, nevertheless, continue to 
publish such a notice in broad generic 
terms, as is its current practice. 

(k) GNSA 12. 
(1) System name: Training. 
(2) Exemption: (i) Investigatory mate-

rial compiled solely for the purpose of 
determining suitability, eligibility, or 
qualifications for federal civilian em-
ployment, military service, federal 
contracts, or access to classified infor-
mation may be exempt pursuant to 5 
U.S.C. 552a(k)(5), but only to the extent 
that such material would reveal the 
identity of a confidential source. 

(ii) Testing or examination material 
used solely to determine individual 
qualifications for appointment or pro-
motion in the Federal service may be 
exempt pursuant to 5 U.S.C. 552a(k)(6), 
if the disclosure would compromise the 
objectivity or fairness of the test or ex-
amination process. 

(iii) All portions of this system of 
records which fall within the scope of 5 
U.S.C. 552a(k)(5) and (k)(6) may be ex-
empt from the provisions of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I) and (f). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(5), and 
(k)(6). 

(4) Reasons: (i) From subsection (c)(3) 
because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
them with significant information con-
cerning the nature of the investigation, 
thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 
civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because there is no necessity for 
such publication since the system of 
records will be exempt from the under-
lying duties to provide notification 
about and access to information in the 
system and to make amendments to 
and corrections of the information in 
the system. 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
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and to protect privacy and physical 
safety of witnesses and informants. 
NSA will, nevertheless, continue to 
publish such a notice in broad generic 
terms, as is its current practice. 

(l) ID: GNSA 29 (General Exemption) 
(1) System name: NSA/CSS Office of 

Inspector General Investigations and 
Complaints. 

(2) Exemption: Investigatory material 
compiled for law enforcement purposes, 
other than material within the scope of 
subsection 5 U.S.C. 552a(j)(2), may be 
exempt pursuant to 5 U.S.C. 552a(k)(2). 
However, if any individual is denied 
any right, privilege, or benefit for 
which he would otherwise be entitled 
by Federal law or for which he would 
otherwise be eligible, as a result of the 
maintenance of the information, the 
individual will be provided access to 
the information except to the extent 
that disclosure would reveal the iden-
tity of a confidential source. NOTE: 
When claimed, this exemption allows 
limited protection of investigative re-
ports maintained in a system of 
records used in personnel or adminis-
trative actions. 

Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for Federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(3) Authority: 5 U.S.C. 552a(k)(2) 
through (k)(5). 

(4) Reasons: (i) From subsection (c)(3) 
and (d) when access to accounting dis-
closures and access to or amendment of 
records would cause the identity of a 
confidential source to be revealed. Dis-
closure of the source’s identity not 
only will result in the Department 
breaching the promise of confiden-
tiality made to the source but it will 
impair the Department’s future ability 
to compile investigatory material for 
the purpose of determining suitability, 
eligibility, or qualifications for Federal 
civilian employment, Federal con-
tracts, or access to classified informa-
tion. Unless sources can be assured 
that a promise of confidentiality will 
be honored, they will be less likely to 

provide information considered essen-
tial to the Department in making the 
required determinations. 

(ii) From (e)(1) because in the collec-
tion of information for investigatory 
purposes, it is not always possible to 
determine the relevance and necessity 
of particular information in the early 
stages of the investigation. In some 
cases, it is only after the information 
is evaluated in light of other informa-
tion that its relevance and necessity 
becomes clear. Such information per-
mits more informed decision-making 
by the Department when making re-
quired suitability, eligibility, and qual-
ification determinations 

(m) GNSA 14. 
(1) System name: Library Patron File 

Control System. 
(2) Exemption: (i) Records maintained 

solely for statistical research or pro-
gram evaluation purposes and which 
are not used to make decisions on the 
rights, benefits, or entitlement of an 
individual except for census records 
which may be disclosed under 13 U.S.C. 
8, may be exempt pursuant to 5 U.S.C. 
552a(k)(4). 

(ii) All portions of this system of 
records which fall within the scope of 5 
U.S.C. 552a(k)(4) may be exempt from 
the provisions of 5 U.S.C. 552a(c)(3), (d), 
(e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I) and 
(f). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(4). 
(4) Reasons: (i) From subsection (c)(3) 

because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
them with significant information con-
cerning the nature of the investigation, 
thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 
civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
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of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because there is no necessity for 
such publication since the system of 
records will be exempt from the under-
lying duties to provide notification 
about and access to information in the 
system and to make amendments to 
and corrections of the information in 
the system. 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NSA will, nevertheless, continue to 
publish such a notice in broad generic 
terms, as is its current practice. 

(n) GNSA 15. 
(1) System name: Computer Users Con-

trol System. 
(2) Exemption: (i) Investigatory mate-

rial compiled for law enforcement pur-
poses, other than material within the 
scope of subsection 5 U.S.C. 552a(j)(2), 
may be exempt pursuant to 5 U.S.C. 
552a(k)(2). However, if an individual is 
denied any right, privilege, or benefit 
for which he would otherwise be enti-
tled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information exempt to the ex-
tent that disclosure would reveal the 
identity of a confidential source. 

NOTE: When claimed, this exemption 
allows limited protection of investiga-
tive reports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) All portions of this system of 
records which fall within the scope of 5 
U.S.C. 552a(k)(2) may be exempt from 
the provisions of 5 U.S.C. 552a(c)(3), (d), 
(e)(1), (e)(4)(G), (e)(4)(H), (e)(4)(I) and 
(f). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(2). 
(4) Reasons: (i) From subsection (c)(3) 

because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
them with significant information con-
cerning the nature of the investigation, 
thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 
civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because there is no necessity for 
such publication since the system of 
records will be exempt from the under-
lying duties to provide notification 
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about and access to information in the 
system and to make amendments to 
and corrections of the information in 
the system. 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NSA will, nevertheless, continue to 
publish such a notice in broad generic 
terms, as is its current practice. 

(o) GNSA 17. 
(1) System name: Employee Assistance 

Service (EAS) Case Record System. 
(2) Exemption: (i) Investigatory mate-

rial compiled for law enforcement pur-
poses, other than material within the 
scope of subsection 5 U.S.C. 552a(j)(2), 
may be exempt pursuant to 5 U.S.C. 
552a(k)(2). However, if an individual is 
denied any right, privilege, or benefit 
for which he would otherwise be enti-
tled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information exempt to the ex-
tent that disclosure would reveal the 
identity of a confidential source. NOTE: 
When claimed, this exemption allows 
limited protection of investigative re-
ports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) Records maintained solely for 
statistical research or program evalua-
tion purposes and which are not used to 
make decisions on the rights, benefits, 
or entitlement of an individual except 
for census records which may be dis-
closed under 13 U.S.C. 8, may be ex-
empt pursuant to 5 U.S.C. 552a(k)(4). 

(iii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iv) All portions of this system of 
records which fall within the scope of 5 
U.S.C. 552a(k)(2), (k)(4), and (k)(5) may 
be exempt from the provisions of 5 
U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I) and (f). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(2), 
(k)(4), and (k)(5). 

(4) Reasons: (i) From subsection (c)(3) 
because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
them with significant information con-
cerning the nature of the investigation, 
thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 
civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because there is no necessity for 
such publication since the system of 
records will be exempt from the under-
lying duties to provide notification 
about and access to information in the 
system and to make amendments to 
and corrections of the information in 
the system. 
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(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NSA will, nevertheless, continue to 
publish such a notice in broad generic 
terms, as is its current practice. 

(p) GNSA 18. 
(1) System name: Operations Files. 
(2) Exemption: (i) Investigatory mate-

rial compiled for law enforcement pur-
poses, other than material within the 
scope of subsection 5 U.S.C. 552a(j)(2), 
may be exempt pursuant to 5 U.S.C. 
552a(k)(2). However, if an individual is 
denied any right, privilege, or benefit 
for which he would otherwise be enti-
tled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information exempt to the ex-
tent that disclosure would reveal the 
identity of a confidential source. 
NOTE: When claimed, this exemption 
allows limited protection of investiga-
tive reports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) All portions of this system of 
records which fall within the scope of 5 
U.S.C. 552a(k)(2) and (k)(5) may be ex-
empt from the provisions of 5 U.S.C. 
552a(c)(3), (d), (e)(1), (e)(4)(G), (e)(4)(H), 
(e)(4)(I) and (f). 

(3) AUTHORITY: 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(4) Reasons: (i) From subsection (c)(3) 
because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
them with significant information con-

cerning the nature of the investigation, 
thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 
civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because there is no necessity for 
such publication since the system of 
records will be exempt from the under-
lying duties to provide notification 
about and access to information in the 
system and to make amendments and 
corrections to the information in the 
system. 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
NSA will, nevertheless, continue to 
publish such a notice in broad generic 
terms, as is its current practice. 

(q) GNSA 20. 
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(1) System name: NSA Police Oper-
ational Files. 

(2) Exemption: (i) Investigatory mate-
rial compiled for law enforcement pur-
poses, other than material within the 
scope of subsection 5 U.S.C. 552a(j)(2), 
may be exempt pursuant to 5 U.S.C. 
552a(k)(2). However, if an individual is 
denied any right, privilege, or benefit 
for which he would otherwise be enti-
tled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information exempt to the ex-
tent that disclosure would reveal the 
identity of a confidential source. NOTE: 
When claimed, this exemption allows 
limited protection of investigative re-
ports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) Records maintained solely for 
statistical research or program evalua-
tion purposes and which are not used to 
make decisions on the rights, benefits, 
or entitlement of an individual except 
for census records which may be dis-
closed under 13 U.S.C. 8, may be ex-
empt pursuant to 5 U.S.C. 552a(k)(4). 

(iii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iv) All portions of this system of 
records which fall within the scope of 5 
U.S.C. 552a(k)(2), (k)(4), and (k)(5) may 
be exempt from the provisions of 5 
U.S.C. 552a(c)(3), (d), (e)(1), (e)(4)(G), 
(e)(4)(H), (e)(4)(I) and (f). 

(3) Authority: 5 U.S.C. 552a(k)(2), 
(k)(4), and (k)(5). 

(4) Reasons: (i) From subsection (c)(3) 
because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
them with significant information con-
cerning the nature of the investigation, 
thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 

civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because this system of records is 
compiled for investigative purposes 
and is exempt from the access provi-
sions of subsections (d) and (f). 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 

(r) [Reserved] 
(s) GNSA 25. 
(1) System name: NSA/CSS Operations 

Travel Records. 
(2) Exemption: (i) Investigatory mate-

rial compiled for law enforcement pur-
poses, other than material within the 
scope of subsection 5 U.S.C. 552a(j)(2), 
may be exempt pursuant to 5 U.S.C. 
552a(k)(2). However, if an individual is 
denied any right, privilege, or benefit 
for which he would otherwise be enti-
tled by Federal law or for which he 
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would otherwise be eligible, as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information exempt to the ex-
tent that disclosure would reveal the 
identify of a confidential source. NOTE: 
When claimed, this exemption allows 
limited protection of investigative re-
ports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) Records maintained solely for 
statistical research or program evalua-
tion purposes and which are not used to 
make decisions on the rights, benefits, 
or entitlement of an individual except 
for census records which may be dis-
closed under 13 U.S.C. 8, may be ex-
empt pursuant to 5 U.S.C. 552a(k)(4). 

(3) Authority: 5 U.S.C. 552a(k)(2)(k)(4). 
(4) Reasons: (i) From subsection (c)(3) 

because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
them with significant information con-
cerning the nature of the investigation, 
thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 
civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 

after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because this system of records is 
compiled for investigative purposes 
and is exempt from the access provi-
sions of subsections (d) and (f). 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 

(t) GNSA 26. 
(1) System Name: NSA/CSS Accounts 

Receivable, Indebtedness and Claims. 
(2) Exemption: (i) Investigatory mate-

rial compiled for law enforcement pur-
poses, other than material within the 
scope of subsection 5 U.S.C. 552a(j)(2), 
may be exempt pursuant to 5 U.S.C. 
552a(k)(2). However, if an individual is 
denied any right, privilege, or benefit 
for which he would otherwise be enti-
tled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information exempt to the ex-
tent that disclosure would reveal the 
identify of a confidential source. Note: 
When claimed, this exemption allows 
limited protection of investigative re-
ports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) Records maintained solely for 
statistical research or program evalua-
tion purposes and which are not used to 
make decisions on the rights, benefits, 
or entitlement of an individual except 
for census records which may be dis-
closed under 13 U.S.C. 8, may be ex-
empt pursuant to 5 U.S.C. 552a(k)(4). 

(3) Authority: 5 U.S.C. 
552a(k)(2)(k)(4). 

(4) Reasons: (i) From subsection (c)(3) 
because the release of the disclosure 
accounting would place the subject of 
an investigation on notice that they 
are under investigation and provide 
them with significant information con-
cerning the nature of the investigation, 
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thus resulting in a serious impediment 
to law enforcement investigations. 

(ii) From subsections (d) and (f) be-
cause providing access to records of a 
civil or administrative investigation 
and the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
enable individuals to conceal their 
wrongdoing or mislead the course of 
the investigation; and result in the se-
creting of or other disposition of assets 
that would make them difficult or im-
possible to reach in order to satisfy 
any Government claim growing out of 
the investigation or proceeding. 

(iii) From subsection (e)(1) because it 
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From subsections (e)(4)(G) and 
(H) because this system of records is 
compiled for investigative purposes 
and is exempt from the access provi-
sions of subsections (d) and (f). 

(v) From subsection (e)(4)(I) because 
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 

(u) ID: GNSA 28 (General Exemption) 
(1) System name: Freedom of Informa-

tion Act, Privacy Act and Mandatory 
Declassification Review Records. 

(2) Exemption: During the processing 
of letters and other correspondence to 
the National Security Agency/Central 
Security Service, exempt materials 
from other systems of records may in 

turn become part of the case record in 
this system. To the extent that copies 
of exempt records from those ‘‘other’’ 
systems of records are entered into this 
system, the National Security Agency/ 
Central Security Service hereby claims 
the same exemptions for the records 
from those ‘‘other’’ systems that are 
entered into this system, as claimed 
for the original primary system of 
which they are a part. 

(3) Authority: 5 U.S.C. 552a(k)(2) 
through (k)(7). 

(4) Reasons: During the course of a 
FOIA/Privacy Act and/or MDR action, 
exempt materials from other system of 
records may become part of the case 
records in this system of records. To 
the extent that copies of exempt 
records from those other systems of 
records are entered into these case 
records, NSA/CSS hereby claims the 
same exemptions for the records as 
claimed in the original primary system 
of records of which they are a part. The 
exemption rule for the original records 
will identify the specific reasons why 
the records are exempt from specific 
provisions of 5 U.S.C. 552a. 

[68 FR 28757, May 27, 2003, as amended at 69 
FR 62408, Oct. 26, 2004; 74 FR 55779 and 55780, 
Oct. 29, 2009; 76 FR 22615, 22616, Apr. 22, 2011; 
77 FR 15596, 15597, Mar. 16, 2012; 77 FR 19095, 
Mar. 30, 2012] 
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